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INTRODUCTION:  

 The quick advancement in the field of 

Generative Artificial Intelligence (AI) has brought a 

change in higher education in the form of redefining 

teaching and learning methods, assessments, and 

problem-solving techniques. The use of AI tools 

such as ChatGPT, Google Gemini, and GitHub 

Copilot enables students to create content, program 

codes, perform analysis in cybersecurity cases, and 

get feedback instantly, which increases the 

efficiency of learning. With the increasing 

integration of technology into education, there is 

potential for using Generative AI to improve 

cybersecurity education by cultivating technical 

skills, critical thinking skills, and responsible use of 

AI. The educational benefits of Generative AI 

depend on its integration into the curriculum for 

educational purposes other than just being a 

productivity tool (OECD, 2023; UNESCO, 2023). 

While there has been an increasing 

implementation of Generative AI in higher 

education, many higher education institutions, 

especially provincial universities in the Philippines, 

still do not have curriculums that include the use of 

AI in cybersecurity education. Current instruction 

methods are deficient in constructive alignment 

between ILOs, TLAs, ATs, and responsible AI 

practice. Therefore, students will be deprived of the 

opportunity to effectively use Generative AI in 

cybersecurity education in an academically honest 

manner. 

 

STATEMENT OF THE PROBLEM:  

This study aimed to develop an Outcomes-

Based Teaching and Learning (OBTL) framework-
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based AI-Enhanced Cybersecurity education course 

syllabus for the IT students of the University of 

Eastern Pangasinan towards quality IT education. 

Specifically, it sought to answer the 

following questions: 

1. What is the level of exposure to generative 

AI tools among BSIT students in terms of: 

a. Familiarity; 

b. Frequency of use; and 

c. engagement in cybersecurity-related 

tasks. 

2. What is the level of student competencies 

in the use of generative AI tools along the 

following skill set: 

a. cybersecurity skills; 

b. critical thinking; and 

c. responsible use? 

3. What OBTL framework-based AI-

Enhanced Cybersecurity Education Course 

Syllabus can be developed towards quality 

IT education? 

 

Significance of the Study:  

The present study is important since it 

forms the basis upon which an AI-Enhanced 

Outcomes-Based Teaching and Learning (OBTL) 

Cybersecurity Education Course Syllabus, 

promoting the responsible incorporation of 

Generative Artificial Intelligence (AI) within higher 

learning institutions, can be developed. The 

proposed syllabus is likely to contribute to the 

Information Technology instructors by creating a 

constructively aligned learning plan, improving the 

cybersecurity skills, critical thinking, and 

responsible application of AI among students, help 

academic administrators and the University of 

Eastern Pangasinan in the development of their 

courses and instructional plans, and be a resource for 

other researchers conducting studies on the subject 

matter. 

 

MATERIALS AND METHOD:  

Research Design 

This study utilized a quantitative 

descriptive-correlational research design with a 

developmental element, involving a cross-sectional 

survey research design. The descriptive research 

design was used to establish the level of exposure of 

the respondents to Generative Artificial Intelligence 

(AI) as well as the cybersecurity, critical thinking, 

and responsible use of AI competencies of the 

respondents. On the other hand, the correlational 

research design analyzed the relationship between 

the variables. 

Respondents 

The respondents were 185 third-year 

Bachelor of Science in Information Technology 

(BSIT) students studying at the University of 

Eastern Pangasinan for the academic year 2025-

2026. The sample respondents were taken through 

convenience sampling from the targeted 355 

respondents, which constitute about 52.1% of the 

total population. Sample size determination was 

done through Cochran's formula using 95% 

confidence level and 5% margin of error. 

Data Collection 

Data were gathered using a validated self-

administered questionnaire that was disseminated 

via Google Forms. The questionnaire assessed five 

domains, namely: demographic profile, Generative 

AI exposure (awareness, frequency of usage, and 

participation in activities related to cybersecurity), 

cybersecurity abilities, critical thinking, and 

responsible utilization of AI through a five-point 

Likert scale. The questionnaire was first validated by 

three experts and then pilot-tested on 30 BSIT 

students who did not belong to the main group of 

participants. The internal consistency reliability was 

validated through Cronbach’s alpha using IBM 

SPSS Statistics Version 27. Data gathering adhered 

to ethical guidelines, such as informed consent, 

voluntariness, confidentiality, anonymity, and 

proper data handling. Data were verified before 

statistical analysis. 

Data Analysis 

Descriptive statistics such as frequency, 

percentage, mean, and standard deviation were 

applied to portray the characteristics of the 

participants and determine the extent of their 

Generative AI exposure and skills. The Pearson 

Product Moment Correlation Coefficient was 

utilized in assessing the associations between 

Generative AI exposure and the participants' 

cybersecurity skills, critical thinking skills, and 

Responsible AI application skills. The results 

provided the empirical foundation for the creation of 

the proposed AI-Enhanced OBTL Cybersecurity 

Education Course Syllabus using the curriculum 
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development process based on the Rapid 

Application Development (RAD) model. 

 

RESULTS AND DISCUSSION:  

Results:  

 This chapter provides the results of the 

study based on the three refined research questions. 

These are presented in two main parts: Results and 

Discussion. The Results part shows the statistical 

results via tables and descriptive analysis, while the 

Discussion part discusses the results within the 

context of the existing literature, theoretical 

framework, and the implications for AI-based 

cybersecurity education. The results were also the 

bases for formulating the OBTL syllabus for AI-

based cybersecurity education.

 

1. Level of Exposure to Generative AI Tools 

 

Table 5.1 Level of Familiarity with Generative AI Tools 

Variable n Mean(M) 

Standard 

Deviation 

(SD) 

Verbal 

Interpretation 

Familiarity with Generative AI Tools 185 3.41 0.85 High 

 

Table 5.1 illustrates the level of knowledge 

of the respondents about Generative AI tools. The 

findings show that the respondents got an average 

score of 3.41 with a standard deviation of 0.85, 

which means that it is interpreted as High. This 

shows that the third-year BSIT students of the 

University of Eastern Pangasinan have a high level 

of familiarity with Generative AI tools. Moreover, it 

implies that they have adequate knowledge on the 

operations and functionalities of Generative AI. The 

high level of familiarity among the respondents also 

implies that the respondents have had prior exposure 

to AI technologies in relation to their studies, 

programming work, and other digital platforms. 

In addition to this, the results indicate that 

the respondents have gained enough knowledge to 

identify and use Generative AI as a learning tool. 

The standard deviation of 0.85 shows that there is a 

certain level of consistency in the degree of 

awareness among the respondents. This shows that 

even though each respondent might have had 

different experience with the use of AI tools, the 

level of knowledge and awareness on the tools is 

similar among most students. Consistency in the 

level of awareness may have been caused by the 

availability of popular AI tools. Availability of many 

popular AI tools, especially among Information 

Technology students who interact with 

technological devices in class can explain the 

similarity in the level of awareness among most 

students.

 

 

Table 5.2 Frequency of Use of Generative AI Tools 

Indicator Mean (M) SD Verbal Interpretation 

Frequency of use 3.42 0.84 High 

 

Table 5.2 contains the frequency of use of 

Generative AI tool among the respondents. Based on 

the analysis of data, the respondents scored an overall 

mean value of 3.42 with a standard deviation value of 

0.84, which is verbally interpreted as High. This 

implies that the third-year Bachelor of Science in 

Information Technology (BSIT) students use 

Generative AI tools regularly in their educational and 

personal pursuits. The regularity in the use of AI 

technology indicates that the technology has 

integrated into the lives of the students while 

undertaking assignments, brainstorming, solving 

programming problems, conducting research, and 

becoming more productive in different courses. 

The relatively small value of the standard 

deviation shows that the respondents showed rather 

consistent behavior in using Generative AI tools, and 

that the frequent use of AI is typical among most of the 

participants. Such behavior can be explained by the 

ease and effectiveness provided by the AI applications 
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such as ChatGPT, Google Gemini, Microsoft Copilot, 

and GitHub Copilot. The results obtained prove that 

students already incorporate Generative AI in their 

educational practices, which makes it possible to 

develop AI-aided learning approaches as well as 

cybersecurity learning activities.

 

Table 5.3 Engagement in Cybersecurity-related Activities Using Generative AI 

Indicator Mean (M) SD Verbal Interpretation 

Engagement in Cybersecurity-related 

Activities Using Generative AI 
3.16 0.78 Moderate 

 

Table 5.3 represents the engagement level of 

the respondents in cyber security related activities 

through the use of Generative AI tools. From the 

results, it can be seen that the respondents had a mean 

score of 3.16 with a standard deviation of 0.78 which 

is verbally interpreted as Moderate. This implies that 

the third year Bachelor of Science in Information 

Technology (BSIT) students utilize Generative AI 

tools moderately for cybersecurity related activities. 

They might at times utilize the tools in analyzing 

cybersecurity concepts, comprehending network 

threats, coding programming scripts, identifying 

system vulnerabilities, and solving security problems, 

though not regularly. 

From the low standard deviation of 0.78, it 

can be observed that the respondents have shown 

fairly similar engagement levels in the use of AI for 

cybersecurity activities. In contrast to the high level of 

familiarity and usage of AI seen in the previous tables, 

it is evident that there exists a disparity between AI 

usage in general and AI application in cybersecurity 

related tasks. This implies that there is a need for 

enhancing AI based cybersecurity training through 

practical laboratory work, case based study, threat 

simulation and other experiential learning approaches.

 

2. Level of student competencies in the use of generative AI tools 

 

Table 5.4 Summary of the Level of Student Competencies 

Competencies Mean (M) SD 
Verbal 

Interpretation 

Cybersecurity Skills 3.31 0.87 Moderate 

Critical Thinking Skills 3.37 0.93 Moderate 

Responsible AI Use 3.44 1.04 High 

Overall Student Competencies 3.37 0.95 Moderate 

 

Table 5.4 shows the summary of 

respondents’ level of student competencies on 

cybersecurity skills, critical thinking skills, and 

responsible use of AI. From the results, it is noted that 

the respondents had a moderate level of student 

competency in cybersecurity skills with a mean of 

3.31 (SD = 0.87) and critical thinking skills with a 

mean score of 3.37 (SD = 0.93). However, the level of 

responsible use of AI had the highest mean score of 

3.44 (SD = 1.04), which translates to High. The 

combination of all three competency measures 

resulted in a mean score of 3.37 (SD = 0.95), which 

was a Moderate level of student competencies. 

The results indicate that the participants have 

adequate competency levels in all three areas 

measured with responsible AI usage being the most 

dominant area of strength. It implies that the students 

usually show adequate ethical and responsible 

behavior while using Generative AI technologies with 

satisfactory proficiency in cybersecurity skills and 

critical thinking. Nevertheless, the moderate level of 

overall competency implies that further improvements 

are necessary, especially in cybersecurity skills and 

critical thinking. The findings emphasize the necessity 

to use instructional intervention methods which 

involve practical experience with cybersecurity, 

problem-based learning and AI-based activities 
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3. OBTL framework-based AI-Enhanced Cybersecurity Education Course Syllabus can be developed 

 

Table 5.5 Basis for the Development of the AI-Enhanced Outcomes-Based Teaching and Learning (OBTL) 

Syllabus 

 

 

Table 5.5 Findings from the survey became 

the empirical basis for creating the AI-Enhanced 

Outcomes-Based Teaching and Learning (OBTL) 

Cybersecurity Education Course Syllabus. The 

findings revealed that the participants showed a high 

level of familiarity with Generative AI tools (M = 

3.41) and high levels of use of such tools (M = 3.42), 

which is evidence of enough basic knowledge and 

experience in working with AI technologies. 

Nevertheless, the level of participation in 

Research Findings Curriculum Need 
AI-Enhanced Syllabus 

Developement 

High level of familiarity with 

Generative AI tools (M = 3.41 

Students already possess foundational 

knowledge of AI technologies and require 

more advanced learning experiences. 

Integrate advanced AI-assisted 

learning activities such as prompt 

engineering, AI-supported 

programming, cybersecurity 

research, and collaborative AI-based 

projects 

High frequency of use of 

Generative AI tools (M = 3.42) 

Students require structured and purposeful 

use of AI to maximize learning outcomes. 

Incorporate AI-assisted classroom 

activities, guided laboratory 

exercises, AI-supported 

assignments, and formative 

assessments that promote productive 

AI utilization. 

Moderate engagement in 

cybersecurity-related activities 

using AI (M = 3.16) 

Students need greater exposure to 

authentic cybersecurity applications of AI. 

Include cybersecurity threat 

simulations, vulnerability analysis, 

incident response exercises, secure 

coding activities, and AI-assisted 

penetration testing laboratories. 

Moderate cybersecurity skills 

(M = 3.31) 

Students require stronger technical 

competencies through experiential 

learning. 

Design hands-on laboratory 

activities, practical cybersecurity 

exercises, capture-the-flag (CTF) 

activities, and AI-supported security 

analysis tasks aligned with course 

learning outcomes. 

Moderate critical thinking skills 

(M = 3.37) 

Students need opportunities to strengthen 

analytical reasoning and decision-making. 

Integrate AI-supported case studies, 

cybersecurity problem-based 

learning, reflective discussions, 

threat investigation, and evidence-

based decision-making activities. 

High responsible AI use (M = 

3.44) 

Students should continuously reinforce 

ethical AI practices while applying AI in 

cybersecurity. 

Embed AI ethics, responsible AI use, 

academic integrity, data privacy, 

cybersecurity ethics, and governance 

topics throughout the syllabus and 

assessment activities. 
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cybersecurity activities was moderate (M = 3.16), 

which means that AI is not used in real cybersecurity 

activities. In addition, cybersecurity skills (M = 3.31) 

and critical thinking skills (M = 3.37) are moderate, 

whereas responsible AI use got a high score (M = 

3.44). Based on these findings, curriculum needs and 

appropriate AI-enhanced teaching strategies were 

designed, including advanced AI-assisted learning 

activities, cybersecurity simulations, secure coding 

laboratories, AI-based case studies, problem-based 

learning, and responsible AI practices in the course 

syllabus. Thus, due to these findings, the creation of an 

AI-Enhanced Cybersecurity Education Course 

Syllabus based on OBTL approach became possible 

through constructive alignment of Intended Learning 

Outcomes (ILOs), Teaching-Learning Activities 

(TLAs), Assessment Tasks (ATs), learning resources, 

and responsible AI use. 

 

Discussion:  

 1. Level of Exposure to Generative AI Tools 

The study showed that BSIT students of the 

third year had an average level of exposure to 

Generative AI tools, where the high level of 

familiarity and frequency of use but only average 

level of engagement in cybersecurity activities were 

observed. These findings imply that while students 

easily adopted Generative AI in common academic 

activities, they rarely used it for their cybersecurity 

purposes. These findings support the Constructivist 

Learning Theory, which implies that learning 

happens through real-life experiences, so mere 

familiarity and use of the tool are not enough for the 

development of specific skills and knowledge. At 

the same time, the results can be explained by the 

Technology Acceptance Model (TAM), according to 

which students keep using the technology because 

of its ease of use and utility; however, instruction is 

necessary to motivate them to use AI in 

cybersecurity. 

2. Level of Students' Competencies in Generative AI 

Tools Use 

In terms of general competencies, 

respondents had moderately high level of 

cybersecurity skills and critical thinking and highly 

satisfactory level of responsible AI use. The results 

reveal that students have satisfactory technical and 

analytical competencies but need more practice in 

practical cybersecurity skills and higher order 

thinking skills development. The high level of 

responsible AI use is associated with awareness of 

ethical concepts, including academic integrity, data 

protection, and responsible AI use. The results 

confirm the Ethical AI Framework and the key 

points of Outcomes-Based Teaching and Learning 

(OBTL). In particular, according to the Ethical AI 

Framework, responsible AI use includes 

transparency, accountability, and human 

supervision. At the same time, OBTL principles 

suggest that constructive alignment of learning 

outcomes, teaching methods, and evaluation 

procedures is necessary for effective learning 

process. 

3. Construction of the OBTL Framework-Based AI-

Enhanced Cybersecurity Education Course Syllabus 

The empirical data obtained became the 

cornerstone for the development of the proposed AI-

Enhanced Outcomes-Based Teaching and Learning 

(OBTL) Cybersecurity Education Course Syllabus. 

The respondents' high levels of familiarity with and 

usage of Generative AI suggest that students are 

ready for more sophisticated and complex AI-

Enhanced learning. At the same time, the relatively 

low levels of engagement in cybersecurity-related 

activities, cybersecurity skills, and critical thinking 

highlight the necessity for creating a curriculum that 

includes authentic learning activities. In line with 

this, the suggested syllabus includes AI-assisted 

laboratory work, cybersecurity simulations, secure 

coding practices, case-based learning, ethical AI 

discussions, and authentic assessment practices 

making sure that the constructive alignment is 

guaranteed between the Intended Learning 

Outcomes (ILOs), Teaching-Learning Activities 

(TLAs), Assessment Tasks (ATs), and learning 

materials. 

 

CONCLUSION:  

This study concluded that third-year 

Bachelor of Science in Information Technology 

(BSIT) students at the University of Eastern 

Pangasinan demonstrated moderate levels of 

exposure to Generative AI among the third year 

BSIT students in the University of Eastern 

Pangasinan in terms of high familiarity and 

frequency of usage but moderate level of 

engagement in cybersecurity activities. The 

respondents also showed moderate levels of skills in 
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cybersecurity and critical thinking while responsible 

AI use was high. Statistically significant positive 

correlation was observed between Generative AI 

exposure and cybersecurity skills, critical thinking, 

and responsible AI use. It shows that greater 

exposure to Generative AI is significantly correlated 

with better technical, analytical and ethical 

competencies. From these results, an AI Enhanced 

Outcomes-Based Teaching and Learning (OBTL) 

Cybersecurity Education Course Syllabus was 

created in order to close the competency gaps 

identified through the study by utilizing the use of 

AI-assisted learning activities, assessments and 

cybersecurity simulations in addition to responsible 

AI use. 

 

RECOMMENDATIONS:  

From the results obtained from the study, the 

following recommendations can be proposed: 

1. Generative AI must be incorporated in 

cybersecurity courses by conducting laboratory 

works using AI, case-based learning, cybersecurity 

simulations, and authentic assessments following 

the principles of Outcomes-Based Teaching and 

Learning (OBTL). 

2. The University of Eastern Pangasinan and higher 

educational administrators may consider the 

adoption and validation of the proposed AI-

Enhanced OBTL Cybersecurity Education Course 

Syllabus for better implementation of curriculum 

and responsible AI integration in Information 

Technology courses. 

3. It is recommended that students be encouraged 

not only to use Generative AI for academic purposes 

but also to apply it in cybersecurity related activities 

while being ethical and responsible in doing so. 

4. Future studies may consider the validation of the 

proposed course syllabus in other higher education 

institutions using experimental, longitudinal, and 

multi-institutional studies. 
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